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1.0 DATA PROTECTION POLICY.
1.1.

This Data Protection Policy (“the Policy”) regulates the way in which Harper Adams
University (“the University”, “we”) obtains, uses, holds, transfers and otherwise processes
Personal Data about individuals and ensures all of its employees know the rules for
protecting Personal Data. Further, it describes individuals' rights in relation to their Personal
Data processed by the University.

1.2.

The University abides by UK data protection laws, including the Data Protection Act 1998
(“the DPA”) and the General Data Protection Regulation (“the GDPR”), in its handling of
Personal Data. All references within this policy refer to the GDPR.

1.3.

We aim to ensure our employees are acting in accordance with these laws and the relevant
regulatory guidance and any available best practice. Those requirements, together with this
Policy, ensure that all employees of the University fully understand the University’s
obligations to comply with the DPA, GDPR and other privacy laws and regulations of the UK.

1.4

Where the University controls other entities (whether by virtue of contract, partnership,
ownership of shares or otherwise), those other entities will be required to abide by the
principles set forth in this Policy. References to “you” are to individuals who process Personal
Data (as defined below) on behalf of the University in accordance with this Policy.

1.5

Please note that reference is made throughout this document to the Data Protection Officer,
Christopher Munro dpo@harper-adams.ac.uk. In his absence, advice may be sought from
the University Secretary, Academic Registrar and Director of Academic Services; the Head of
IS, the University Legal Advisor and/or the Head of Registry.

2.0

Personal Data

2.1

“Personal Data” is defined in Article 4 as any information (for example, a person’s name) or
combination of information about a living person which allows that living person to be
identified from that information (for example a first name and an address). Personal Data
can also include an online identifier or one or more factors specific to the physiological,
genetic, mental, economic, cultural or social identity of an individual.

2.2

Examples of Personal Data which may be used by the University in its day to day business
include names, addresses (e-mail and postal addresses), telephone numbers and other
contact details, CVs, performance reviews, payroll and salary information, health
information and financial information. The definition also includes opinions, appraisals or
intent regarding individuals (e.g. employees, job applicants, students, personal contacts at
suppliers and individual members of the public).

2.3

The laws governing how we can use Personal Data apply whether the Personal Data is stored
electronically (for example, in e-mails, on IT systems, as part of a database or in a word
processed document) or in structured manual records (for example, in paper files or filing
cabinets).
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3.0 Data Processing Activity
3.1

Harper Adams University is defined as a Data Controller under the GDPR. The University
collects and processes Personal Data on its students, employees, agents, the employees of
its suppliers and any other individuals, including applicants and former employees, for a
multitude of purposes, including:
•
•
•
•
•
•
•
•
•
•
•
•

3.2

Maintenance of the Student record
Recruitment;
Employee performance management and professional development;
Payroll, fund management and accounting;
Business and market development;
Building and managing external relationships;
Research and development;
Planning and delivering of education and training;
Staff and student support and facilities management;
Knowledge management;
Health, safety and security; and
Other purposes required by law or regulation.

When we collect, record, store, use, adapt, share or erase Personal Data for any of these
purposes, this is called processing, including if it is carried out by automated means. If you
read, amend, copy, print, delete or send Personal Data to another legal entity (i.e. outside
the University) this is a type of “processing” and is subject to the guidelines set out in this
Policy.

4.0 Data Protection enforcement
4.1

Within the UK, Data protection laws are enforced by the Information Commissioner’s Office
(“the ICO”). The ICO can investigate complaints, audit the University’s processing of Personal
Data and can take action against the University (and you personally in some cases) for breach
of the DPA, GDPR and other relevant privacy laws. Such action may include fines (of up to
€20m), permanently or temporarily limiting processing, warnings and reprimands.
Additionally, organisations which are found to be in breach of the DPA, GDPR and other
privacy laws also often receive negative publicity for the breaches which can affect the
reputation of the University as a whole.

4.2

Each University staff member or Third Party is required to read and comply at all times with
this Policy. In this Policy a “Third Party” is anyone who is not an employee of the University,
for example agents, external organisations, consultants, contractors, and service providers
who process Personal Data on behalf of the University.
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5.0

Data Security

5.1

As a data controller, Harper Adams University has a responsibility under Article 24, to ensure
that there are appropriate technical and organisational measures in place to ensure that all
data processing is performed in accordance with data protection law. The University must
keep all Personal Data (including Special Category Data) secure. This means that the Personal
Data must be protected against being accessed by other companies or individuals (for
example, via hacking), from being corrupted or being lost or stolen. The Personal Data must
also be protected so the wrong people cannot read or use the details. This applies to details
in IT systems, e-mails and attachments and paper files. This is why, for example, you have a
password and controlled access rights to IT systems. You must comply with the University’s
security procedures whenever you handle Personal Data. The University relies on you to keep
data secure and for data security and to comply with the University’s Acceptable Use Policy.

5.2

If you work away from the University’s premises, you must comply with any additional
procedures and guidelines issued by the University for home working and/or offsite working
particularly, as this presents a potentially greater risk of loss, theft or damage to Personal
Data. You must read these procedures and guidelines before processing any Personal Data
away from the University premises.

5.3

Extra care is needed to secure Special Category Data because more damage is likely if it is
lost. For example, if details of an individual student’s medical conditions got into the wrong
hands it would be very distressing for that student. Be especially careful if you want to send
Special Category Data to another person, including by email, that it is sufficiently secure and
can only be received and accessed by the intended recipient. Email attachments should be
encrypted. If in doubt, seek guidance from the Data Protection Officer or the Chief Technical
Officer in relation to IT security. Do not load Personal Data of any kind onto unencrypted
storage devices such as memory sticks, flash drives or CDs.

5.4

The University also recognises that adequate security is important where it arranges for
outside service providers to process Personal Data on its behalf. Where such arrangements
are established by the University, service providers must be bound by written contracts to
protect the Personal Data provided to them. See the section below for more information.

6.0

Records of Processing

6.1

Under the GDPR organisations of more than 250 employees must maintain records of their
processing activities. This is to replace the previous registration with the ICO. The following
information will be recorded.
•
•
•
•

Name and details of Harper Adams University, other data controllers and
the Data Protection Officer.
Purposes of processing
Descriptions of the categories of individuals and categories of Personal
Data.
Categories of recipients of Personal Data
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•

Details of transfers to a third country including documentation of the
transfer mechanism safeguards in place.
Retention schedules
Description of technical and organisational security measures.

•
•
6.2

We may be required to make these records available to relevant supervisory authorities for
purposes of investigation.

6.3

If you begin carrying out new data processing activities, please contact the Data Protection
Officer immediately to discuss the details with them first in case any processing description
needs to be updated.

6.4

In order to avoid processes changing without the knowledge of senior management your
assistance in keeping this information up to date would be gratefully appreciated. The Data
Protection Officer is dependent upon you for this information.

6.5

It may in some cases be possible to convert Personal Data into anonymous Personal Data or
pseudonymised data, such as aggregated statistical data where data subjects cannot be
identified, or to use it for research provided its use will not impact or affect any data subject
individually. However, it may be necessary to have warned data subjects in advance that this
might happen, to explain any research and in some cases to obtain their consent. Please
speak to the Data Protection Officer if you wish to convert Personal Data into anonymous or
pseudonymised data or use it for research before doing so, or if you have any concerns about
current use.

7.0

Lawfulness of processing data

7.1

One of the main data protection obligations requires the University (and its employees) to
process Personal data lawfully, fairly and in a transparent manner. This means under Article
6 that the University (and each employee) must comply with at least one of the following
conditions when processing Personal Data:
•
•
•
•
•

the individual to whom the Personal Data relates has consented to the
processing;
the processing is necessary for the performance of a contract between the
University and the individual;
the processing is necessary to comply with a legal obligation placed on the
University;
the processing is necessary to protect a vital interest of the individual or another
person;
the processing is necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the University.

7.2

The individual’s consent to processing Personal Data should only be relied upon where there
is no other lawful reason to process data. Additional stringent conditions apply to reliance
upon consent; please discuss this with the Data Protection Officer.

7.3

Article 4 also defines the principles relating to the processing of Personal Data:
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•

•
•

•

Personal Data should only be collected for specific, explicit and legitimate
purposes. It should not be further processed in a manner which is incompatible
with the stated purposes.
The Personal Data collected should be adequate, relevant and limited to what is
necessary in relation to the purposes for which it is processed.
Personal Data must be accurate and where necessary, kept up to date. Every
reasonable step must be taken to ensure that Personal Data that are inaccurate are
erased or rectified without delay.
Personal Data must not be kept for longer than is necessary for the purposes for
which it is processed. Contact the Data Protection Officer if you have any concerns
about data retention.

7.4

If in any doubt about the lawful, fair and transparent use of Personal Data, you should
contact the Data Protection Officer.

7.5

If you want to make a new use of any Personal Data held by the University, you must not do
so unless that new use satisfies one of the lawful reasons for processing and it is described
in the relevant privacy notice provided to an individual (see below). For example if someone
provides their Personal Data as a parent / guardian for student support purposes, you may
not be able to start sending them marketing e-mails unless that is covered in an appropriate
privacy notice and accompanied by explicit consent from that individual.

8.0

Special Category Data

8.1

Special Category Data (previously known as sensitive personal data) is Personal Data about
a person’s race or ethnicity, their health, their sex life or sexual orientation, their religious or
philosophical beliefs, their political views or trade union membership, their physical or
mental health or condition, genetic or biometric data.

8.2

Processing of Special Category Data is prohibited unless the processing is lawful under the
categories described above and also, one of the following applies:
•
•

•
•

•

The individual has given explicit consent to the processing for one or more specified
purposes;
The processing is necessary for the purposes of carrying out obligations or specific
rights of the University in relation to employment , social security and social
protection law;
The processing is necessary to protect the vital interests of the individual or
another whether the individual is incapable of giving consent;
The processing is carried out in the course of legitimate activities (with appropriate
safeguards) by a foundation, association or other not-for-profit body with a
political, religious, philosophical or trade union aim. The processing must relate
solely to members or former members or individuals who have regular contact with
it in relation to its purposes. The Personal Data must not be disclosed outside of
the body without consent.
The processing related to Personal Data which has been made public by the
individual;
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•
•
•

•
•

Processing is necessary for the establishment, exercise or defence of legal claims
or whenever courts are acting in their judicial capacity;
Processing is necessary for reasons of substantial public interest
Processing is necessary for the purposes of preventive or occupational medicine,
for the assessment of working capacity of the individual, medical diagnosis,
provision of health or social care treatment or the management of health or social
care systems and services;
Processing is necessary for reasons of public interest in the area of public health;
Processing is necessary for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes.

8.3

Special Category Data on staff or students should not be collected or otherwise processed
unless it is essential to do so. Extra care must be taken with it (in addition to the normal
rules for Personal Data) and it must be kept more securely. Additional restrictions are placed
on top of the lawful reasons for processing mentioned above. For example, consent of the
individual has to be explicit, specific and informed and obtained prior to processing any
Special Category Data.

8.4

The University does not generally seek to obtain Special Category Data unless:
•
•
•

the individual concerned agrees in writing that the University may do so, on the
basis of a full understanding of why the University is collecting the data;
the University needs to do so to meet its obligations or exercise its rights under
employment law; or
in exceptional circumstances such as where the processing is necessary to protect
the vital interests of the individual concerned or staff, students or visitors.

8.5

Employees should note that the “legitimate interest” criteria described above is not valid
when processing Special Category Data. Special Category Data should not be collected for
any new purposes without the involvement of and approval from the Data Protection Officer.

9.0

Privacy notices

9.1

If the University is collecting Personal Data from people then it must at the time of collection,
provide them with certain information in what is called a Privacy Notice. The ICO has
published guidance on Privacy Notices which may be viewed here.

9.2

In accordance with Article 5, any processing of Personal Data must be undertaken lawfully,
in a fair and transparent manner. In accordance with Article 13, the University must provide
the data subject with a Privacy Notice and provide certain information within that notice
including:
•
•
•
•

Name and contact details of the person collecting the Personal Data and the
University DPO,
The purpose and legal basis for processing the data,
Any disclosure or sharing with third parties,
Whether it will be transferred out of the country
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9.3

You should therefore check whether there is an applicable notice which covers the
processing you intend to carry out for the University. Personal Data should not be collected
for one purpose and then used for a second purpose unless that is also set out in the relevant
notice.

9.4

The University must also provide the individual with information on the period for which the
Personal Data will be stored, the individual’s rights on rectification, erasure and data
portability, whether automated decision making or profiling will be carried out and the right
to withdraw consent to processing if that is relied upon as the lawful basis for processing.

9.5

If you have any questions about privacy notices, or wish to undertake a new project which
involves a change in the way individuals’ Personal Data is processed by the University, please
contact the Data Protection Officer.

9.6

The University must comply with all the rules of processing contained within the GDPR. These
will include:
•
•
•
•
•

the data being adequate, relevant and not excessive,
accurate and where necessary kept up to date,
kept for no longer than is necessary,
processed in a way that ensures appropriate security of the data, using
appropriate technical and organisational measures
Personal Data must not be used in a way which would infringe another law. For
example for bribery, or discrimination on the basis of race, age, sex, or disability.

9.7

Where collecting Personal Data about an individual indirectly (e.g. from a published source),
the University must still inform the individual that it holds the data and the purposes for
which that data will be used.

10.0

Processing relevant data and keeping it accurate

10.1

Personal data collected shall be adequate, relevant and limited to what is necessary for the
purpose for which it is processed. You must not collect and process more Personal Data than
you need. For example, if you will never telephone someone at home, you do not need to
record their home telephone number.

10.2

Personal Data (including any Special Category Data) you collect should be appropriate to,
and sufficient for, the relevant purpose(s) you are collecting it for, but not excessive for that
purpose(s). You must only process the data which is necessary for the task.

10.3

In addition, you must take care to record and input Personal Data accurately. This is
important. There can be serious risks for the University if Personal Data is incorrect. Some
Personal Data may change from time to time (such as addresses and contact details, bank
accounts and the place of employment). It is important to keep current records up to date.
If not there may be serious problems. For example, a renewal or termination notice for a
contract may be sent to the wrong address and may not be valid.

9
V 2.0

11.0

Data retention

11.1

The University cannot keep or retain Personal Data forever. Some records have to be
retained for minimum periods by law (such as records on employee payments and their
taxation under tax laws). Other records must only be kept while in current use and for a
reasonable period afterwards. In order to comply with law, you must comply with the
University’s Policy on Records Management which can be obtained from the University’s
web site.

11.2

As a general rule, when Personal Data is no longer needed by the University for the purposes
for which it was collected, this Personal Data should be securely destroyed as soon as
practicable.

12.0

Data subjects rights

12.1

Individuals have certain rights in relation to their Personal Data:
•
•
•
•
•
•
•
•

the right to access Personal Data held about themselves;
the right to prevent processing of Personal Data for direct marketing purposes;
the right to have Personal Data rectified if it is inaccurate;
the right to have their Personal Data erased (the ‘right to be forgotten’);
the right to restrict processing in certain circumstances;
the right to data portability in certain circumstances;
the right to compensation for any damage/distress suffered; and
the right to be informed of automated decision making about them and the right
to object to such processing and to not be subject to automated decision making
which produced legal effects concerning the individual.

12.2

If you should receive an enquiry about any of the above rights that you are unsure about,
then you should seek advice from the Data Protection Officer.

12.3

Individuals are allowed to withdraw their consent to the University’s use of their Personal
Data at any time. However, the University will only be relying on consent to process Personal
Data in very limited circumstances. Other lawful reasons for processing will be relied upon
where possible. If an individual contacts you to withdraw consent, inform the Data
Protection Officer promptly to seek advice and stop using / processing that Personal Data in
a way that is inconsistent with the withdrawal of that consent until you have received
guidance from the Data Protection Officer as to the necessary steps to be taken.

13.0

Subject access requests (SAR’s)

13.1

Under Articles 12 – 15 individuals can ask for copies of the Personal Data the University holds
about them and other details about how the University uses their Personal Data. If you
receive such an access request, there are special legal rules which must be followed as part
of this process. Therefore, please inform the Data Protection Officer immediately and follow
their instructions. You must not deal with such requests in isolation.

13.2

A data subject can request from the University to:
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•
•

Confirm whether or not their Personal Data is being processed, the purpose of
the processing and categories of data processed,
Have access to that data (a copy is normally provided)

The data subject may also request:
•

•
•

•
•
•

•
•

The recipients or categories of recipient to whom the Personal Data have or will
be disclosed, in particular recipients in third countries or international
organisations,
Where possible the envisaged period for which the Personal Data will be stored,
or the criteria used to determine that period,
The existence of the right to request rectification or erasure of Personal Data or
restriction from processing of Personal Data concerning the data subject, or to
object to such processing,
The right to lodge a complaint with the ICO,
Where the data was not collected form the Data subject, any available
information as to the source,
Where Personal Data are transferred to a third country or an international
organisation, the data subject shall have the right to be informed of the
appropriate safeguards pursuant to Article 46 relating to the transfer,
Information on the existence of any automated decision making, including
profiling; and
To be provided with copies of the Personal Data held about him or her.

14.0

Data loss or security breach procedure

14.1

There are potentially significant repercussions for the University and the individuals affected
arising from a data loss or security breach. Where this occurs or you suspect it may have
occurred you must:

•

•
•
•

Immediately report the details to the Service Desk. If they are not available then
you must contact the Data Protection Officer and Chief Technical Officer,
providing them with as much information as you have available;
It is important that this is done as quickly as possible as it may be possible to
reduce the impact of the breach by remote deletion, removal or other means.
Follow their guidance on dealing with the security breach and keep them up to
date with any further information about it that you become aware of;
Not approach any individual data subjects, suppliers, regulators or make any
public announcements about the security breach incident without the prior
agreement of the University Secretary.

15.0

Disclosure of data

15.1

Any disclosure of Personal Data is a form of processing. That means that the rules described
above concerning fair and lawful use have to be satisfied. You must not disclose Personal
Data to a Third Party outside the University unless that disclosure constitutes a lawful reason
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for processing and satisfies the information notice requirements as explained above. The
Data Protection Officer will be happy to discuss this with you. In particular, it is important to
note that Personal Data and Special Category Data on students must not be disclosed to
parents/guardians without consent (and in the case of Special Category Data, written
consent) to that disclosure being obtained from the student in advance. This is the case
regardless of whether the student is over 18 or under 18. Such disclosures are likely to be a
breach of the DPA. If there is an emergency or another urgent situation in which you feel it
is necessary to disclose Personal Data (or Special Category Data) to a parent/guardian
without consent being obtained, please liaise with the Data Protection Officer to confirm
that it is lawful to disclose in those circumstances.

15.2

There are some other exceptions to deal with disclosures such as those requested lawfully
by police where the information is necessary to prevent or detect a crime. If you receive a
request for information about an individual from the government, police or other similar
bodies or from other investigators you should pass that request immediately to the Data
Protection Officer to be dealt with. The application of the relevant exceptions needs careful
consideration. The burden is on the University to determine whether these apply. Disclosure
will normally require that the police complete a form A221 before disclosure. This form may
be obtained from the police, DPO or Head of Security.

15.3

Third parties and contractors should only have access to data as required by their job role.
They are also bound by rules of confidentiality concerning access to Personal Data.

16.0

Transfer of data to third countries or international organisations

16.1

The GDPR contains special rules on whether Personal Data collected in the UK can be
transferred to another country. Within the UK, there are restrictions on the transfer of
Personal Data outside of the European Economic Area (such a transfer can happen, for
example, where Personal Data is e-mailed outside the EEA). This is to make sure the Personal
Data remains safe and the individuals concerned do not lose the protection and rights they
have under local law in respect of their Personal Data when transferred.

16.2

The fact that there will be transfers of Personal Data to other countries, especially to outside
the EEA, should be clearly set out in the privacy notices described in the fair use section of
this Policy above so that it is expected by the affected individuals.

16.3

Articles 44 – 50 GDPR cover the law regarding the transfer of data outside the EEA. For more
information on overseas transfers please contact the Data Protection Officer.

17.0

Data collection for marketing purposes

17.1

The collection of Personal Data for marketing purposes is largely governed by the Privacy
and Electronic Communications Regulations. These may be viewed here.

17.2

Where the University intends to collect the Personal Data of people and use it for marketing
purposes, this must be clearly stated in the data collection notice and the person must give
clear, informed and specific consent to show that they understand what they are being asked
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to consent to. This will normally be by a series of tick boxes allowing the person to select
how they wish to be contacted. This is known as ‘opting in’. Boxes which require a person to
tick if they do not want to be contacted, known as ‘opting out’ are no longer allowed and
must not be used. Pre-ticked boxes which rely on an individual removing the tick if they do
not consent to be contacted are also no longer acceptable.
17.3

Forms collected recording a data subject’s consent to be contacted for marketing purposes
should be retained and stored for as long as the University is sending them any marketing
information. This may only be destroyed once the marketing relationship has finished.
Under Article 21 data subjects have the right to object to having their data processed for
direct marketing purposes and so are entitled to ask to be deleted from any contact lists.

18.0

CCTV

18.1

For reasons of personal security and to protect University premises, the property of staff and
students, overt CCTV cameras are in operation across the campus.

18.2

Appropriate signage is in place at the perimeter and around the University campus stating
that CCTV is in use.

18.3

The objectives for the use of the CCTV system is to:•

Assist in providing a safe and secure environment for the benefit of those who
might visit, work or live on the campus.
Reduce the fear of crime by reassuring students, staff and visitors.
Deter and detect crime, public disorder and anti-social behaviour.
Identify, apprehend and prosecute offenders in relation to crime, public disorder
and anti-social behaviour.
Provide the Police, Health and Safety Executive and University with evidence
upon which to take criminal, civil and disciplinary action respectively.
Monitor and assist with traffic management.
Assist in the monitoring and deployment of security staff during normal duties
and emergency situations.
Protect security officers from undue threats and violence.

•
•
•
•
•
•
•
18.4

In addition to data protection laws, CCTV is covered by the following legislation:
•
•
•

Regulation of Investigatory Powers Act 2000.
Protection of Freedoms Act 2012
Surveillance Camera Code of Practice, Pursuant to Section 30 (1)(a) of the
Protection of Freedoms Act 2012.

18.5

CCTV is subject to the same Subject Access Request rules as written data. Any person wanting
copies of their data should contact the Head of Security in the first instance.

18.6

Access to the live feed and images stored on the CCTV system is restricted to trained
personnel, in accordance with the University CCTV Code of Practice. It is normally deleted
after 14 days unless retained for an incident requiring further investigation.
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19.0

Data Protection Impact assessments

19.1

Data Protection Impact Assessments (or Privacy Impact Assessments as they are sometimes
known) are a tool to help organisations identify the most effective way to comply with their
data protection obligations and to meet individuals’ expectations of privacy. It is a process
that will help the University to identify and reduce the privacy risks of a project or process.

19.2

DPIA’s should be conducted at an early stage in a project to allow for the assessment to
influence and if necessary change the project, taking full account of privacy issues.

19.3

A DPIA involves the examination of all data information flows and minimising any risk
associated with the collection, retention, use and destruction of the data. DPIA’s also include
an examination of the necessity and proportionality of any data collection process and
should also examine privacy issues associated with the project. This may include issues such
as who has access to data, the organisational and technical measures in place to provide data
security, intrusion into people’s lives and steps taken to minimise these issues. Consultation
with stakeholders and those affected must also be taken into account.

19.4

Examples of projects that may benefit from a DPIA include:
•
•
•
•
•

19.5

Installation of new or additional CCTV cameras or systems
A new database to record staff or student data
A project to identify students of a particular group or demographic which may
initiate a course of action.
A new building project to provide student accommodation
A new database to consolidate several existing databases containing student or staff
data

Please note that under the GDPR non-compliance with requirements to conduct a DPIA may
lead to enforcement action by the ICO. These assessments are no longer optional and just
good practice, as they were under the DP Act, but are an essential part of documenting how
the University complies with its responsibilities under the GDPR.

Dr C E Baxter
University Secretary
14th August 2017
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